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Introduction

Introduction

Just because it’s in the cloud does not make it secure. The nature of virtual systems make it difficult for most of
us to properly visualize what is really going on and how it really works. The analogy that a virtual system is exactly
like its hardware counterpart, except that it is a computer simulation, gets most of the important ideas across but
it doesn't convey everything. A single computer that spread over multiple computers across the world is a little
harder to comprehend, especially when you consider that it is in multiple places at the same time. For the final
step, add in the idea of a network between virtual computers that is on one computer; or the more likely scenario,
multiple computers that are synthesizing a platform that hosts virtual systems as if it is one computer. With every
extra layer of complexity, it gets more difficult for the mind to grasp.

Now, to make this more confusing, consider this...

If you introduce malware to the computer hosting some virtual computers, you might detect it by running AV on
the OS of the host computer. If you introduce malware into one of the virtual systems hosted by that

computer, antivirus software might be able to detect the malware if run on the OS of the virtual computer. What
about the virtual network used to communicate between the virtual computers? This network is running within a
computer, but the operating system's logic tells it a network is something separate from the OS and thus to be
ignored when running scans. The tendency so far in the world of IT, is that if there is a weakness in a system,
someone is going to find a way to exploit it. Therefore defenses need to be put in place.

FortiGate VMX is one of the tools in the strategy of that defense.
The following topics are included in this section:

o Overview on page 1

o Environmental prerequisites on page 1

« Licensing on page 1

« Installation of FortiGate-VMX Service Manager on page 1
« Configuring FortiGate-VMX Service Manager on page 1

« Register FortiGate-VMX Service on page 1

« NSXhost preparation of cluster on page 1

« Service Deployment on page 1

« Configuring Security Groups and Re-Direction Policy on page 1
« A Note About VMware Tools and IP Sets on page 1

« Setting Policies on page 1

6 FortiGate-VMX v.5.6 - Administration Handbook
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Overview The Integration/Interaction Process

Overview

The FortiGate-VMX solution is intended to provide integrated protection of East/West traffic flow inside a virtual
environment.

These VMware-specific solutions are engineered to integrate with either NSX (and ESXi) or vCloud Networking
and Security (VCNS) environments:

» FortiGate-VMX (second generation) for NSX
o FortiGate-VMX (first generation) for vVCNS

Through the close partnership VMware and Fortinet maintain, VMware-specific APls were made available to
enable the FortGate-VMX integration. This allows for interception and policy enforcement at the hypervisor level.

Once properly configured and licensed, FortiGate-VMX Security Nodes will be automatically deployed to each
ESXi host in the designated cluster(s). If a new ESXi host is introduced into a designated cluster, a FortiGate-
VMX Security Node will auto-deploy and policy synchronized.

The FortiGate-VMX Security Node is not in Transparent Mode as might be assumed because there is no NAT
occurring. The FortiGate-VMX Security Node only has internal interfaces. For FortiGate-VMX v1, they are
conveniently named “internal” & “external”. For FortiGate-VMX (second generation), there is an internal port pair
per VDOM, so the naming convention is <VDOM name>-int & <VDOM name>-ext. FortiGate-VMX security
policies are configured and applied using these interfaces.

The Integration/Interaction Process

Once everything has been properly installed, the deployment of FortiGate-VMX Security Nodes will be automatic.
An overview of the deployment process is laid out as follows:

FortiGate-VMX v.5.6 - Administration Handbook 7
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The Integration/Interaction Process Overview

vmware —

NSX 5=

vDistributed Switch

VMware Kernel

1. FortiGate-VMX Service Manager registers the Fortinet security service with NSX Manager (FortiGate-VMX):

« The registration process uses the NetX management plane API to enable bi-directional communication
between the FortiGate-VMX Service Manager and the NSX Manager.

2. Auto-deploy FortiGate-VMX to all hosts in designated cluster(s):

o The NSX Manager collects the FortiGate-VMX image from the URL specified during registration and installs
an instance of FortiGate-VMX on each ESXi host in the designated cluster(s). The image update is
instantaneous and beneficial for on-demand, software-defined data center requirements.

3. FortiGate-VMX Security Node connects with FortiGate-VMX Service Manager:

« The FortiGate-VMX Security Node initiates a connection to the FortiGate-VMX Service Manager to register
and obtain its license.

4. License verification and configuration synchronization with FortiGate-VMX:
« FortiGate-VMX Service Manager verifies the serial number and synchronizes configuration and policy.
5. Redirection policy rules updated for enablement of FortiGate-VMX security service:
« Forall objects secured in the cluster, a policy redirecting all, or specific traffic to FortiGate-VMX is ready.
6. Real-time updates of object database:
« The NSX Manager sends real-time updates on the changes in the virtual environment to the FortiGate-VMX
Service Manager.
7. FortiGate-VMX Service Manager dynamically synchronizes object database and policy to all FortiGate-VMX
Security Nodes deployed in cluster.

8 FortiGate-VMX v.5.6 - Administration Handbook
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Overview Terms and concepts

Terms and concepts

This product, more than most, is dependent on its interaction with a third party product as well as being designed
differently from most of the other virtual Fortinet products, so a short listing of terms and concepts not common to
our other products is included to avoid confusion.

dvPortGroups
Distributed Port groups in VMware are similar to vLAN's traditionally used to isolate traffic in a network.
VMware'’s official definition of a dvPortGroup is:

A distributed port group specifies port configuration options for each member port on a vSphere
distributed switch. Distributed port groups define how a connection is made to a network.

dvSwitch

A dvSwitch is a distributed Virtual Switch. In the traditional virtual environment that hosts multiple VM instances
on a single host, there is one virtual switch that all the instances are “attached” to inside the host. The difference
in a distributed virtual switch is that this switch can span multiple hosts.

ESXi

VMware's enterprise-class, type-1 hypervisor, used for deploying and hosting virtual computers. Because it is a
type-1 hypervisor it is not a software application that is installed on top of an existing operating system. It has its
own OS components and can be installed directly on the computer hardware or as its own virtual OS.

Host

In a VMware infrastructure, a host is an instance of ESXi that holds one or more VMs. These VMs can be virtual
servers or virtual network devices.

Kernel agent

This is a component of the infrastructure that is situated between each virtual NIC and it's associated port on the
vDistrubuted Switch. As traffic traverses between the vNIC and the vSwitch, it is re-directed to the FortiGate-VMX
Security Node instance to be processed.

NetX

An API that is available to specific Technical Alliance Partner (TAP) Elite partners. It is called the Network
Extensibility API or NetX. This allows the interception of traffic between a VMs vNIC and the virtual switch it’s
plugged into to make policy decisions.

This API allows FortiGate-VMX to integrate into the VMware infrastructure.

FortiGate-VMX v.5.6 - Administration Handbook 9
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Terms and concepts Overview

NSX

NSXis VMware’s network virtualization platform for the Software-defined Data Center. In NSX, virtual networks
are programmed, provisioned, and managed independent of the underlying hardware. It reproduces the entire
network model in software, enabling any network topology to be created and provisioned without all the physical
work of having to rewire, move and connect your hardware.

Security Node

The FortiGate-VMX Security Node is the virtual FortiGate-VMX Firewall instance deployed with each host.

Service Manager

The Service Manager, of if you prefer its full name, FortiGate-VMX Service Manager, is the interface between the
FortiGate-VMX Security Nodes and the VMware infrastructure. It is through the Service Manager that the Security
Nodes are deployed, configured and licensed. In some ways if could be thought of as a FortiManager for VMX
Security Nodes only.

vCenter Server

VMware vCenter Server is the centralized management application portion of vSphere that lets you centrally
manage virtual machines and ESXi hosts. vCenter is a requirement to have enterprise features like vMotion,
VMware High Availability, VMware Update Manager and VMware Distributed Resource Scheduler (DRS).

vCNS

VMware vCloud Networking and Security enable a broad range of services in a single solution, including virtual
firewall, VPN, load balancing and VXLAN extended networks.

VMware has announced EOA (End of Availability) of vCNS v5.5. Support is scheduled to run through 2016.
FortiGate-VMX v1 is supported on vCNS, FortiGate-VMX v2 only supports NSX.

vSphere

10

VMware's cloud computing virtualization operation system.
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Overview FortiGate-VMX and FortiGate-VM - similarities

FortiGate-VMX and FortiGate-VM - similarities

Both the FortiGate VM and VMX are security virtual appliances. In fact, they are based on the same FortiOS
firmware. FortiGate-VMX v1 supports FortiOS v5.2.4 while FortiGate-VMX v2 utilizes FortiOS v5.4 and FortiOS
5.6.3 and later. Just like the FortiGate hardware appliances and FortiGate-VM virtual appliances, FortiGate-VMX
includes the following advanced functions and features:

o Firewall

« Application Control
o Application Security
o Anti Virus

o Data Leak Prevention
« Email Filter

o IPS/IDS

o Web filtering

o Explicit Proxy

« FortiGuard Services

FortiGate-VMX v.5.6 - Administration Handbook 11
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FortiGate-VMX and FortiGate-VM - differences Overview

FortiGate-VMX and FortiGate-VM - differences

12

While a FortiGate-VMX functions in the same way as a FortiGate VM, securing and filtering traffic that goes
through it, there are some differences which include:

The FortiGate-VM is an edge security solution. It has features like VPN termination and NAT. The FortiGate-VMX
security service secures traffic between vNICs of each VM and the virtual ports of the vSwitch they are connected
to. FortiGate-VMX is a platform-centric security solution, with VMware NSX API integration to provide complete
visibility and inspection for East-West inter-VM traffic across security clusters.

FortiGate-VMX is a two component system encompassing a Service Manager and Security Nodes. Both are
required for it to function properly.

A FortiGate VM is a virtual appliance deployed from an OVF file either manually by the VM administrator or as part
of an orchestrated event.It has the same feature set of the hardware version of a FortiGate. It is intended for a
static environment. By comparison, the FortiGate VMX is part of an automated deployment process that is part of
the VMware virtual environment through it use of an API.

Once the FortiGate-VMX Service Manager is integrated into the SDDC, any time an ESXi host is added, a
FortiGate-VMX instance will be auto deployed and self-register with the FortiGate-VMX Service Manager.

The configuration of FortiGate-VMX instances is handled by the FortiGate-VMX Service Manager rather than by
logging on to the instance itself to configure it. No manual configuration of the node is required.

The licensing of FortiGate-VM relates to the number of vCPUs assigned to it. FortiGate-VMX s instance-based; 1
instance requires 1 license regardless of the resources assigned to it.

The two products may not have the same support options. For available support options, please contact your
distributors.

FortiGate-VM is an edge or perimeter security solution that supports a number of features which are not relevant in
a FortiGate-VMX security environment:

« VPN tunnels.

o WAN optimization

o NAT

« Dynamic Routing

“é" While the functionality of some regular features may not be included in the VMX

version of FortiGate, the menu items may still be present in the GUI. For example,
"HA" menu in FortiGate-VMX Service Manager is not supported.

FortiGate-VMX v.5.6 - Administration Handbook
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Overview

The FortiGate-VMX Target Customer

In trying to figure out if FortiGate-VMX is the correct security solutions for your environment, the first question to
ask is what is expected of the system? If it is a solution that terminates VPNs or requires NAT for external traffic
flow, then FortiGate-VM, as opposed to FortiGate-VMX, is the proper solution for that type of environment.

Once past the first question, the second question is even more basic: what is the virtualization environment that
this solution will be deployed into? FortiGate-VMX is a VMware-specific solution. VMware vSphere, NSX or vCNS
(for FortiGate-VMX, first generation) are required for proper integration. If these answers all came back as ‘yes’,
then the FortiGate-VMX security solution is a potential fit.

FortiGate-VMX v.5.6 - Administration Handbook
Fortinet Technologies Inc.
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VMware components: Environmental prerequisites

Environmental prerequisites

The deployment of FortiGate-VMX requires a properly licensed VMware vSphere of a supported version, as well
as knowledge of how to configure and maintain the environment. Other VMware platforms such as Workstation,

Fusion, Player or Server are not supported. The following environment should be set up and properly licensed in
the environment:

VMware components:

In order to determine which VMware releases are supported, go to the site:
https://www.vmware.com/resources/compatibility/search.php

Use the following search parameters:

Search option Value

What are you looking for: Networking and Security Services

Solution Category: Firewall (Host/Network)

Partner Name: Fortinet, Inc.

Keyword 5.6.3

Click on the Update and View Results button and click on the FortiGate VMX link under Product Name next
to the appropriate version number. The resulting page give the listing of supported platforms and releases.

Ay
‘Q' FortiGate VMX v5.6.3 is supported in vSphere v5.5 & v6.5 and NSX 6.2.4+ &6.3.0+ &
6.4.0 environments.

VMware technologies

« VvDistributed switches (standard vSwitches aren’t supported — this is a VMware requirement).Only traffic going
through the vDistributed switches can be secured by the FortiGate-VMX security solution.

« DRS Cluster(s) - These clusters will contain the hosts. The clusters containing the hosts must be DRS enabled for
the solution to work.

14 FortiGate-VMX v.5.6 - Administration Handbook
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Environmental prerequisites Other resources

Other resources

« Web server (for FortiGate-VMX Security Node deployment files) - there is no particular type or version of web
server. |t can be hardware based or vm-based. The requirements are that it be:
« able to serve up files designated by a URL.
» be accessible by the NSX Manager
o 2 configured networks
« mgmt: management network for communication between the FortiGate-VMX Service Manager and VMware
components as well as the FortiGuard Distribution Network (FDN).

« sync: sync network for communication between the FortiGate-VMX Service Manager and all deployed
FortiGate-VMX Security Nodes

FortiGate-VMX v.5.6 - Administration Handbook 15
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Other resources Licensing

Licensing

There are two Fortinet components that make up a FortiGate-VMX environment.Each has its own license
scheme, but the FortiGate-VMX Security Node license(s) are 'associated' with the FortiGate-VMX Service
Manager license and are made available in it's license repository after validation:
1. FortiGate-VMX Service Manager

« Licensing the Service Manager requires the installation of a license file

« Asingle Service Manger can handle an almost unlimited number of FortiGate-VMX Security Nodes so only
one license is required.

« The Service Manager must be able to connect to the Internet to validate its license against the FortiGuard
Network

2. FortiGate-VMX instances
« Alicense is required for each FortiGate-VMX instance deployed
« Only one FortiGate-VMX Security Node is required per ESXi Host

o Itis kept simple in that 1 Security Node requires 1 license. RAM and virtual CPUs are not used when calculating
license requirements.

« The FortiGate-VMX Security Nodes receive their license from, and validate against the FortiGate-VMX Service
Manager.

The licenses for the FortiGate-VMX Security Nodes are not assigned directly to the instance by the administrator,
they are applied to the FortiGate-VMX Service Manager.The Service Manager keeps track of how many licenses
have been purchased and how many are available for use.

="= FortiGate VMX-Service-Manager FGTVMX0000000859 P
-
Global hd .
9 System Information H Licenses H Virtual Machine
& Dashboard >
% Security Fabric > e @ FortiCare Support {1l ® FGTVMX License
A
b Network > [] LS @ Antivirus © Web Filtering Allocated vCPUSs 1
I £ System = v5.6.3 build1547 (GA) 1 Sy Alloc M 2005 MiB
A inual Domains @
VDOM b FortiClient0/10 VDOM3/10 FortiToken 0/0 1884225
Global Resources System Time 2018/01/03 21:35:47
Administrators time 06:22:30:41
Admin Profiles AN IF Unknown
Firmware
Settings i
FortiCloud § Administrators
HA
SNMP cratie T N admin
Replacement Messages @
FortiGuard
09
Advanced
Feature Visibility —-
Certificates a3
SDN Connectors
I Log & Report > eSS

The total number of instances deployed is not as relevant as how many are concurrently in operation. As
instances are deployed, licenses are allocated to them and when an instance is decommissioned, licenses are
returned to the pool. If a deployment is attempted when there are no licenses left in the pool, the instance will be
deployed, but when it requests a license from the FortiGate-VMX Service Manager, it will be denied and the
Security Node will be considered 'invalid'. This means that any VM on that host will have its traffic blocked.

16 FortiGate-VMX v.5.6 - Administration Handbook
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Licensing Other resources

The information on FortiGate-VMX License usage is located in the licensing widget so if you are planning on
future deployments you can quickly see if you have enough available licenses.

0y While the logical limit to the number of nodes that a Service Manager can handle is
‘Q' theoretically unlimited, there are practical limitations that are likely to limit the
number.Things like IT resources may put an upper limit on how many instances can be

effectively installed and managed.

Getting the License
The procedure for retrieving the license file is essential the same as with FortiGate-VM.

When ordering the FortiGate-VMX Service Manager and FortiGate-VMX Security Nodes, you will receive a single
license registration code. After registering the license with FortiCare, you will select the “License File Download”
link for the FortiGate-VMX Service Manager.

Product Information

General

Product Model: FortiGate-VMX Service Manager
Serial Number:
License Number:
Registration Date: 2015-09-16
Description: Daniel Tests
Partner: N/A
FortiGate VMX Instance:
License File: License File Download
Type: Evaluation
Expiration Date: 2016-09-15

0y
S r'd
9 The VMX licence status is included in the output of get system status.
FortiGate-VMX v.5.6 - Administration Handbook 17
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Assumptions Installation of FortiGate-VMX Service Manager

Installation of FortiGate-VMX Service Manager

The installation of FortiGate-VMX Service Manager shares a number of the same procedures as a FortiGate VM
deployment. However, there are differences due to how the FortiGate-VMX Service Manager is integrated into
the VMware environment and these differences warrant separate documentation of the installation procedure
apart from that of a regular FortiGate-VM in VMware.

As noted prior, the Fortinet FortiGate-VMX security solution consists of two components: FortiGate-VMX Service
Manager & FortiGate-VMX Security Node. This section will focus on the installation and configuration of the
FortiGate-VMX Service Manager as FortiGate-VMX Security Nodes are automatically deployed and configuration
synchronization is done when communicating with the FortiGate-VMX Service Manager.

Assumptions

Because the successful installation of this product depends on a third-party technology that is responsible for its
own documentation, some assumptions will have to be made in reference to the instructions and documentation
for the installation.

« The installer has knowledge of the required VMware components that will be interacting with FortiGate-VMX
Service Manager.

« All of the VMware components required are already installed, configured, licensed, and communicating properly.
« Distributed Virtual Switches have been properly configured to allow traffic to and from the setup.

Configuring ESXi Agent VM Settings

The Agent VM Settings must be properly set on each ESXi host which you plan to make part of the cluster. For
larger environments, these values can also be configured via the NSX Manager during the Service Deployment
step.

Relevant settings

Datastore

Used when deploying the FortiGate -VMX Security Node to the host. The Datastore setting is where the Service
VM’s files will reside. In Fortinet’s case, the Service VM is a FortiGate-VMX Security Node

Network

The Network setting is for communication between the FortiGate-VMX Service Manager and FortiGate-VMX
Security Node instance.

18 FortiGate-VMX v.5.6 - Administration Handbook
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Installation of FortiGate-VMX Service Manager Registering FortiGate-VMX Service Manager

How to configure them:

o ok wbd=

Log into the vCenter Server with the vSphere Web Client.
Select the Manage tab for each ESXi host.

Under Settings, look for Agent VM Settings in the left pane.
Click Edit

Select Datastore and set the value

Select Network and set the value

Summary Monitor | Manage | Related Objects

-Settings Metwarking | Storage | Alarm Definitions | Tags F'ermissinns.

4 Agent VM Settings
R Datastore ds-esx-200
VM Startup/Shutdown Network VM Network
Agent VM Settings
Swap file location
Default VM Compatibility
Ay
S L4
q Fortinet recommends choosing a local Datastore if one is available

Registering FortiGate-VMX Service Manager

In order to properly license FortiGate-VMX Service Manager you will need the correct license file. To obtain the
license file, the FortiGate-VMX Service Manager must be registered with Fortinet Customer Service & Support.

To register the FortiGate VMX Service Manager:

1.
2.

Go to the Fortinet Customer Service & Support website at: https://support.fortinet.com
Log in to the Customer Service & Support portal
« Use an existing support account or select Sign Up to create a new account

Go to the Asset section on the page or select the Asset tab at the top of the page, and choose Register/Renew.
The Registration Wizard page will open.

The first step in the Wizard is to specifiy a registration code. Enter the registration code that was emailed to you in
the field. select Next.

Complete filling out the fields in the wizard. There are 4 pages to the wizard.

FortiGate-VMX v.5.6 - Administration Handbook 19
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Downloading the images Installation of FortiGate-VMX Service Manager

After completing the wizard, a registration acknowledgment page will appear.
Select the License File Download link.
You will be prompted to save the license file (.lic) to your local computer.

Once the FortiGate-VMX Service Manager has been installed, the license file can be upload and the registration
process can be completed. See "'Uploading FortiGate-VMX Service Manager license file" on page 30" for
instructions in the process.

Downloading the images

Like all FortiGate images, whether firmware for hardware appliances or virtual instances,the images for
FortiGate-VMX products are found on the Fortinet Customer Service & Support site.

© © N ok~ wDdh =

Login to the site with your credentials

Got to the Download section

Select Firmware Images

In the Select Product drop down menu, select FortiGate.

Select the Download tab

From the Image Folders/Files list, choose v5.00

From the resulting secondary sub-list, choose the 5.6 directory

From the resulting tertiary sub-list, choose 5.6.3 or later versions that you wish to install.
There are two image files that you will need.

» The image for the FortiGate-VMX Service Manager - these files will have the prefix FGT vM64 SVM-v5-
build

o The image for the FortiGate-VMX Security Node - these files will have the prefix FGT VM64 VMX-v5-
build

For each of these prefexes there will be two variations of file extensions; the . out file or the
.outovf.zip file.

Below is an example of what the file links will look like:
FGT_VMB4_S5VM-v5-build -FORTIMET.out
FGT_VMB4_SVM-v5-build -FORTIMET .out.ovf.zip
FGT_VMB4_VMX-v5-build -FORTIMET.out

FGT_VMB4_VMHE-v5S-build -FORTIMET .out.ovf.zip

The files that need to be downloaded are the deployment packages for each component. These will be the ones
with the extension: .out.ovf.zip.

On the other hand, the . out file is used to upgrade the existing system. It can be done from Global > System
> Firmware.Upload the . out file and apply the upgrade.

20
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Installation of FortiGate-VMX Service Manager Downloading the images

Steps to upgrade the FortiGate-VMX Service Manager

1. Download the proper . out file from https://support.fortinet.com.
Example: FGT VM64 SVM-v5-buildXXX.FORTINET.out

2. Loginto the FortiGate-VMX Service Manager

3. In Global -> Dashboard -> System Information widget:
« Right-click the firmware version
« Select "Update firmware in System > Firmware".
o Upload the firmware file and apply.

E FortiGate VMX-Service-Manager SVM2

@ Global 4 . " ; 3
System Information B Licenses i
Favorites >
Hostname SVM2 i
G o 0 e @ FortiCare Support @ IPS
Serial Number FGTVMX0000000782 @ AntiVirus @ Web Filtering
¥4 Security Fabric 5 | Firmware v5.6.3bulld1547 (GA' or configure settings in System > Settings F
Virtual Domains 7 i i
& Network > irtual Domair (V] &' Update firmware in System > Firmware 0 VDOM 3/10 FortiToken 0/0
£ System b3 System Time 2018/01/08 16:53:35 309
Ll Log & Report > Uptime 00:06:59:19
WAN IP Unknown
FortiCloud i Administrators !
Status @ Activated admin  super_admir
Account jkato@fortinet.com
Type ® Free
Loggedin
Storage Used 112.00 MiB
FortiSandbox Cloud @ Free
2 e
Q Files Uploaded Today >
Github.zip ~ B Release Notes - F...docx ™ (s CffKTuuK39JTZHS...png | Show all X

Note that the firmware versions between Service Manager and VMX security nodes must be the same to function.
Once the Service Manager is upgraded, you must upgrade the VMX security nodes as well.

Here are the steps:

1. Download the new FortiGate-VMX Security Node image files and update them on the HTTP server
Example: FGT _VM64 VMX-v5-buildXXXX-FORTINET.out.ovf.zip.

Unzip the compressed file and place the three files included in the zip file (one OVF & two VMDKSs) on the
HTTP server.
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=72 FortiGate VMX-Service-Manager SVM2

@ Global ~ | EditSDN Connector
T INELWUIR TR
I £ System V Update Interval @  Use Default 0
Status [ o}
VDOM
Global Resources —

Administrators

Service Status @ Resistered

Admin Profiles

Firmware £ VMXInstances
Settings
VMX
HA
Service Name FGTVMX-QATest
SNMP

Image Location | http://10.0.30.250/VMX/FortiGate-VM

Replacement Messages

FortiGuard REST API
Adanced Port 9443
s tieh bty Interface  MoMT B8

Certificates

SDN Connectors gf

[l Log & Report >
Q

Password eeeseese Change

Installation of FortiGate-VMX Service Manager

Cancel

2. Openthe CLI in the FortiGate-VMX Service Manager and type the following:

@ CL Consele (connected) - Mozilla Firefox

000158

(global) # exec nsx

service upgrade

| customize || Attach |

[E=8ECR )

3. Next stepistologin to your NSX Manager via the vSphere Web Ul

« Select Networking & Security
o Choose Installation
« Click the Service Deployments tab

o Under the Installation Status column, you are now presented with theoption to “Upgrade”
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Mavigator X Installation

4 Home 4 @ Managernent HostPreparation  Logical Network Preparation | Service Deployments
Networking & Security NSX Manager:
5 NSX Home

10,030,224 |~

Network & Security Service Deployments

¥ Installation ) ) ; )
_ Network & security services are deployed on a set of clusters. Manage service deployments here by adding new services
"% Logical Switches &
T NSX Edges
Sernvice Wersion Installation Status Semice Status
i Firewall

o + Succeeded
I, SpoofGuard FGTVIA 5.4.0.6846 v Up

& Upgrade Available
&% Service Definitions
L] Service Composer
@) Data Security

[J#] Flow Monitoring

s‘é’, Other things that you may want to consider downloading are the checksums of the

files to verify that you got a good copy and the Release Notes for the FortiGate
firmware version that you downloaded.

Once you have downloaded the deployment packages, the files will need to be extracted from the zip file. There
are a number of applications and utilities that will do this. Use whichever is available to you depending upon the
OS of the system that you downloaded the files to.

Deployment Package Contents

FortiGate-VMX Service Manager .out.ovf.zip:

e FortiGate-VMX-Service-Manager.ovf - OVF template file
e fortios.vmdk - FortiGate-VMX Service Manager system hard disk in VMDK format
e datadrive.vmdk - FortiGate-VMX Service Manager log disk in VMDK format

The contents of the FortiGate VMX Service Manager package only needs to be placed in a folder, where you will
remember where to find it, on the computer that you will be doing the deployment from.

FortiGate-VMX Security Node .out.ovf.zip:

e FortiGate-VMX.ovf - OVF template file
e fortios.vmdk - FortiGate-VMX system hard disk in VMDK format
e datadrive.vmdk - FortiGate-VMX log disk in VMDK format (not currently used)

The contents of the the FortiGate-VMX Security Node package will need to be place on a webserver that can be
accessed by the VMware NSX Manager for generating new instances of the security node.

Placing FortiGate-VMX Security Node files on the Web Server

There are no special requirements for the placing of the files on the web server other than making sure the access
and permissions allow the downloading of the files by the use of a URL. Placing the files on the web server should
be an easy step but it is an important one because deployment cannot occur if the files are not there.
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Deploying the FortiGate-VMX Service Manager

1. Using VMware's vSphere Web Client, select the virtual instance that you which to use, right-click on it to reveal the
drop down menu and select Deploy OVF Template to open the OVF deployment wizard.

vmware* vSphere Web Client  #=

Navigator X (& Sample-LAB1 (6.0.(
A Home kO] J Summary | Monitor

v |2 8 @

+ [ vecenter-dmz lab.corp.fortinet.com

v [l DMZ-Pool |
 CIFGT-VMX-DEMD F ]
~ [JPhysical-ESX % J

« [l FGT-vM¥-Demo-Cluster

B 172.3072.249

[ 172.30.72.250

el Al 00 | | .

B FG © Actions - Sample-LAB1 (6.0.0) lesource Settin
GyFed Mew Virtual Machine p U Normal
fpFGA New vApp b imory Normal
51 FGT ¥ New Resource Pool
PR € Do O Terpiae 8

BHTT & EditResource Settings... | SRR

5 NSK =

Seftings
5 Ubu
Givcet  MoveTo
Sivcer  Rename

» EJ Demo-cluster Tags »
Add Permission
Alarms »
% Delete

All vRealize Orchestrator plugin Actions  »

2. Select Source
« Select Local File and browse to the FortiGate-VMX-Service-Manager.ovf file.
o Press Next.
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Deploy OVF Template

Deploying the FortiGate-VMX Service Manager

1 Source

1a Select source

1b Review details

2 Destination
2a Selectname and folder
2b Selectstorage

3 Ready to complete

Select source

Selectthe source location

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible fram your computer,

such as a local hard drive, a network share, or a CD/DVD drive.

() URL

(=) Local file

CAFGYMANGA C

ManagenFortiGate-VMX-Senice-Manager ovf

Back Next Finish Cancel
5| Open
Look in: I | Service Manager j L] cF Elv
1- = Marne n Date modified Type
h‘“ﬁm FurtiG-ate-vMX-Sewice-Manager.mrf 7/30/2015 10:52 AM OVF File
Desltop
=
Libraries
.
A
Computer
Metwork
1| i | 3
File name: IFortiGate-‘u'MX—Semce-Manager.ovf j Open
Files of type: IO‘u"F Packages {".ovf, “.ova) ;I Cancel |

3. Review details

o Pressthe Next.
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Deploy OVF Template (2w

1 Source Review details

Verify the OVF template details
'  1a Select source

Product Fortigate-VMX-Service-Manager
Accept License .
Agreements Version
2 Destination Vendor
2a Selectname and folder Publisher @ Mo certificate present
2D Select storage Download size  32.3MB
2¢ Setup networks Size on disk Unknown (thin provisioned)

32.0 GB (thick provisioned)
3 Ready to complete

Description FortiGate Virtual Appliance by Fortinet Technologies Inc. (hitp:/fwww.fortinet.com)

Back || Hext Finish Cancel

4. Accept Licence Agreements
« Read the EULA and if you accept it press Accept.
« Press Next.

Deploy OVF Template ON

1 Source Accept License Agreements

You must read and acceptthe license agreements associated with this template before continuing.
~  1a Select source

~  1b Review details

End User License Agreement for FortiGate Virtual Appliance -

2 Destination NOTICE TOALL USERS: PLEASE READ THE TERMS AND COMDITIONS OF THE
LICENSE AGREEMENT GAREFULLY. FORTINET, INC. 18 WILLING TO LIGENSE THIS
SOFTWARE TO YOU ONLY ON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS.
2b Select storage OF THIS LICENSE AGREEMENT. BY CLICKING THE ACCEPT BUTTON OR INSTALLING
THE SOFTWARE, YOU (EITHER AN INDIVIDUAL OR A SINGLE ENTITY) AGREE THAT
THIS AGREEMENT IS ENFORGEABLE LIKE ANY WRITTEN CONTRACT SIGNED BY YOU
3 Ready to complete IF YOU DO MOT AGREE, CLICK ON THE BUTTON THAT INDICATES THAT YOU DO NOT
ACCEPT THE TERMS OF THIS LICENSE AGREEMENT AND DO MOTINSTALL THE
SOFTWARE. IF YOU PURCHASED THE SOFTWARE ON TANGIELE MEDIA (e.g., CD)
WITHOUT THE OPPORTUNITY TO REVIEW THIS LICENSE AND YOU DO NOT ACCEPT
THIS LICENSE AGREEMENT, YOU MAY OBTAIN A REFUND OF THE AMOUNT YOU
ORIGINALLY PAID IF YOU: (4) DO NOT USE THE SOFTWARE AND (B) RETURN IT,

WITH PROOF OF PAYMENT, WITHIN THIRTY (30) DAYS OF THE PURCHASE DATE TO
THE LOCATION FROM WHICH IT WAS OETAINED.

2a Selectname and folder

2c Setup networks

This End User License Agreement (EULA) is an agreement between you and
Fortinet, Inc. ("Fortinet”), which governs your use of this software

product. A software license and alicense key or “unlock code™
("Software License”), issued to a designated user only by Fortinet or

Back H Next Finish Cancel

5. Select name and folder
« Enter a name for the instance in the Name field
« Select alocation for this instance to be placed.
« Press Next.
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Deploy OVF Template 2 »

1 Source Select name and folder

‘Specify a name and location for the deployed template
~  1a Select source

~  1b Review details Name: |angate—VMXService Managervd

v 1c Accept License

Agreements Select a folder or datacenter
2 Destination (C{ Search ]

2a Selectname and folder
el + [ veenter-dmz Iab.corp.fortinet.com
2b Select storage

2c Setup networks The folder you select is where the entity will be located, and

3 Ready to complete will be used to apply permissions to it.

The name of the entity must be unique within each vCenter
Server VM folder.

Back H Next Finish Cancel

6. Select storage

« Select the virtual disk format from its drop down menu.

« Select the VM Storage policy from its drop down menu.

« Select the destination datastore from the list of available datastores.
« Press Next.

Deploy OVE Template ) »

1 Source Select storage

Select location to store the files for the deployed template
~  1a Selectsource

+~  1b Review details

Selectvirtual disk format: \ Thin Provision | = ]
v g AcceptLicense . p
Agresments VM Storage Palicy | Datastore Default | - ] (i)
2 Destination The following are from the resource that you selected. Select the destination datastore for the

v o S PR e TG virtual machine configuration files and all of the virtual disks.

2b Select storage Name Capacity Pravisioned Free Type Starage DRS
2¢ Selup networks [ Local-Disk-249 18178 1.54 GB 18178 VMFS
1 IT-8AN 250TB 5.05TB 122TB VMFS
3 Ready to complete
[ Local-Disk-250 271.25GB 974.00 MB 270.30 GB VMFS
] i v

Back H Hext Finish Cancel

7. Setup networks

« Select a Management Network that the deployed template should use from the drop down menu. This will
be the network that is used to communicate between the FortiGate-VMX Service Manager and the VMware
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components as well as connecting to the FortiGate-VMX Server Manager Web Interface or other

Management communications.

Select an Agent Sync Network that the deployed template should use from the drop down menu.This will
be the network thatwill be used for all communications between the FortiGate-VMX Service Manager and
FortiGate-VMX Security Node instances. It is recommended that this should be a closed network with only

FortiGate-VMX components connected to it.

Press Next.

Deploy OVF Template 2w
1 Source Setup networks
Configure the networks the deployed template should use
~  1a Selectsource
v 1b Review details Source Destination Configuration
W 4 AcceptLicense Management Network ]

Agreements

Agent Sync Network _

~  2a Selectname and folder

+  2b Selectstorage

¥ 2c Setup networks IF protacol:
v

Pud

3 Ready to complete

[vaunGmup—lrammg-LﬁNﬂ "J
|

IP allocation:  Static- Manual 0

Source: Agent Sync Network - Description

The network for management access

Destination: VM Network - temp - Protocol settings

Mo configuration needed for this network

Back || Next H Finish H Cancel

8. Ready to complete

+ Review the settings to make sure they are correct.
Press Finish.

Deploy OVF Template (2w
1 Source Ready to complete
Review your settings selections before finishing the wizard.
~  1a Selectsource
~  1b Review details QVF file CAFG-VMX\GA Candidate\Service ManagenFortiGate-VMX-Service-Manager.ovf
W g Acceptlicense Download size 323MB
Agreements
- Size on disk Unknown
2 Destination Name Fortigate-VMX Service Manager v1
+  2a Selectname and folder Datastore IT-SAN
+  2b Select storage Target Sample-LAB1 (6.0.0)
v 2¢ Setup networks Folder DMZ-Pool
Disk storage Thin Provision
i 3 Ready to complete " .
, - Network mapping Management Metwork to dvPortGroup-training-LAN1
Agent Sync Network to VM Network - temp
IP allocation Static - Manual, IPv4
[] Power on after deployment
Back Next Finish || Cancel
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Configuring FortiGate-VMX Service Manager

The following steps need to be completed to establish a basic FortiGate-VMX Service Manager setup.

Configure FortiGate-VMX Service Manager MGMT Interface

Before you can connect to the FortiGate-VMX Service Manager web-based manager you must configure a
network interface in the FortiGate-VMX Service Manager console. This is done by using the console feature of

VMware to connect to the VM in a terminal emulator mode.

Set MGMT port IP address
Using the CLI type in the following commands:

config global
config system interface

edit mgmt
set ip <IP address for the MGMT interface > <subnet mask>

set allowaccess ping https ssh http

end

Set default gateway
Using the CLI type in the following commands:

config vdom
edit root
config router static
edit 0O
set device mgmt
set gateway <IP address of gateway>

end

Set DNS
Using the CLI type in the following commands:

config global
config system dns
set primary <IPv4 address of DNS server>

set secondary <IPv4 address of DNS server>

end
Once you have configured the management interface you should be able to connect through the Web-based user

interface to complete the configuration.

i, An added reason to make sure that the network settings are properly configured is that

‘Q' the FortiGate-VMX Service Manager requires Internet connectivity to validate its
license against FDN. A regular FortiGate-VM can validate against a FortiManager but

this capability is not supported by FortiGate-VMX.
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Connecting to the FortiGate-VMX Service Manager Web Ul

The Graphic User Interface (GUI) of the FortiGate-VMX Service Manager is web-based so before it can be used
the MGMT port must be configured with an IP address and netmask. The default gateway and DNS should also

be set up.
1. Opening up a browser
2. Enterinthe URL field, the IP address that was assigned to the MGMT port.
3. Atthelogin page, enter your credentials into the Name and Password fields
4. Select Login
N - /, The default username on a factory fresh system will be "admin". There is no default
q password. Leave the field blank. As always, a password should be set up as soon as
- possible.

Uploading FortiGate-VMX Service Manager license file

The FortiGate-VMX license files are uploaded to the FortiGate-VMX Service Manager through the FortiGate-
VMX Service Manager's GUI.

The Login page will include a setting called Evaluation License.

At Select Enter License
This will reveal the License Upload page

Select Browse and locate the license file (.lic) on your computer.
Select OK to upload the license file.
Refresh the browser to login.

o gkl owbd-=

Enter admin in the Name field and select Login. The Virtual Machine License registration status appears as Valid

in the License Information widget once the license has been validated by the FortiGuard Distribution Network
(FDN).

VMware settings

The Web-based interface should be familiar to anyone that has worked with FortiGates or FortiGate-VMs. The
only significant difference should be that there is now a VMware setting.

1. Inthe FortiGate VMX Service Manager GUI, go to Global > System > SDN Connector
2. Configure the connection to the NSX Manager
« Use the Hosthame field to enter the IP address of the server

« Use the Username and Password fields to enter credentials that have sufficient privileges on the server
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FortiGate VMX-Servi
@ Global v | Edit SDN Connector
Favorites >
Name nsx
& Dashboard >
# Type Application Centric Infrastructure (ACI)
R 5 .
¥ Security Fabric > Amazon Web Services (AWS)
4 Network > VMware NSX
I & System - Nuage Virtualized Services Platform
Vil P 10.0.30.111
Global Resources Mserbiame Calull
Administrators Lasword i Change
Update Interval @ | Use Default [ass 0
Admin Profiles P
Status ©
Firmware
Settings NSX
HA . f =
Service Status @ Unregistered © Add Service
SNMP
Replacement Messages VMX
FortiGuard ServiceName | FGTVMX-QATest
Advanced

Image Location | http://10.0.30.250/VMX/FortiGate-VM
Feature Visibility

Certificates REST API
SDN Connectors b4 rort 9443
Ll Log & Report > | Interface MGMT Eygy[es
Password essseses Change

3. Set the location of the FortiGate-VMX Security Node

« The Image Location field should contain the URL of the webserver where the FortiGate-VMX Security Node
.ovf file is located.

ortiGate VMX-Service-Manager SVM2

Edit SDN Connector

@ Global

Favorites v =
Setti Name nsx
ings
i Type Application Centric Infrastructure (ACl)
0 Maidestioard Amazon Web Services (AWS)
ViMware NSX
# Dashboard > Nuage Virtualized Services Platform
Sk Security Fabric >| P 10030.111
+ Network . UserName admin
& Systern 5 Password ssssssss Change
14t Log & Report , | Updatelnterval ©  [[EESEEENGY Soecity
Status ©

NSX

B VMxinstances

VMID P CPU Usags (User) | Memory Usaze Total Sessions.
vm-485 | 10030243 E 14
vm-487 | 10030242 B 12

VMX

ServiceName | QATest
Image Location | hitp:/10.0.30.250/VMX/FortiGate VM

RESTAPI
Port 9443
Interface | MGMT
Password . Change
-
a Cancel
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Interface settings

There are two ports on the FortiGate-VMX Service Manager. The MGMT port was configured through the CLI in
order to enable access to the Web-based user interface. This section covers configuration of the 'sync' network.
The 'sync' network is only used for communication between FortiGate-VMX Security Nodes and the FortiGate-
VMX Service Manager.

Fortinet recommends the ‘sync’ network to be a closed network, only used by FortiGate-VMX components for
communication. While a corporate DHCP server may be used for enabling IP addresses on FortiGate-VMX
Security Nodes, the FortiGate-VMX Service Manager has those capabilities built into it. Setting a static IP
address on the ‘sync’ interface and using the interface DHCP server is the preferred approach.

To configure the 'sync' network, log into the FortiGate-VMX Service Manager and go to Global > Network >
Interfaces.

. Set the Addressing Mode to Manual
2. Enable the DHCP Server function by checking the Enable box
3. Select Create New to define an address ranges scope that is large enough to handle the likely number of VMX
instances that you are going to be creating. Choose an |IP addressing scheme and starting point that will allow for
growth beyond the number of initial FortiGate-VMX licenses acquired.

="2 FortiGate VMX-Service-Manager SVM2

L Ll
@ Global w || Editinterface

I Favorites ~
Interface Name  sync (00:0C:29:A8:3F:6D)
System Settings

Alias
Interfaces * .
Link Status Up @

_ Main dashboard

Type Physical Interface
SDNCongec Virtual Domain  root
Security Fabric Settings
Feature Visibility Tags
 Dashboard > | Role @ | Undefined -
N4 Security Fabric > © Add Tag Category
4+ Network >
£ System » | Address
lul Log & Report > | Addressing mode IEZEE] DHCP | Dedicated to FortiSwitch
IP/Network Mask 10.0.30.145/255.255.255.0
IPvé Addressingmode  [EENEY DHCP
|Pvé Address/Prefix =0
Adrministrative Access
P4 < HTTPS # HTTP # PING & FMG-Access @ CAPWAP
# S5H # SNMP # TELNET FTM
« RADIUS Accounting # Probe Response
FortiTelemetry
IPvé Administrative Access HTTPS PING FMG-Access CAPWAP S5H
SNMP FTM
& DHCP Server
Address Range
+ CreateMNew | # Edit i Delete
Starting IP End IP
10.0.30.1 10.0.30.144
10.0.30.146 10.0.30.254
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Register FortiGate-VMX Service

Login to FortiGate-VMX Service Manager
Open the CLI Console widget in Global -> Dashboard

3. Enterthe following commands

config global
exec nsx service add

The above command should result in the following output:
Adding manager ..

Adding service ..
Done.

@ CLU Console (connected) - Mozilla Firefox = [=] @
B https:/172.30.70137/system/jsconsole

Connected
FGTVMXOO00000158 # conf gl
FEGTVMXOOOD0000158 (global) # conf nsx =setting

FEGTVMXOOOD0O000158 (=etting) # show
config n=sx =setting
—-manager-hostname "172.30.70.136"™
—-manager-username "admin®™
w-manager-password ENC GF/pCPBETbnPYfIpovscilwogHkJ9vR2ZSEDQASASiVO
. VI —-service-name "FGET-VMEvZ"™
. vIX—image-url "http://S172.30.77.138/ForciGate-VM¥.ovE"
end

FGTVMXOOO0000158 (setting) # end

FGTVMXOODO0000158 (global) # exec nsx service add

Adding manager
Adding service
Done .

FGTVIMXOO000000158 (global) E 4

| Customize || Attach |

Verify service definition has been added in NSX Manager
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1. Log in with the vSphere Web Client
2. Choose Networking & Security
3. Select Service Definitions

You should see the service located in the output.

4 Home X Service Definitions

Networking & Security NSX Manager: [ 172.30.70.136 | |
5 NSX Home + |/ X | Gactions ~

{0k Installation e

"% Logical Switches
T NSX Edges
[ Firewall

&, SpoofGuard

B,

& GenericFastPath

& PortProfile

& VMware Data Security

& VMware Network Fabric

ﬁ SAM Data Collection Service
& Guestintrospection

B FGTVMX2

ice Definitions

7] Sevice Composer
@) Data Security

=l Elawe Manitnrina

6.1
6.1.4

6.14

540

Functions

DS IPS

Data security

Data Collection

Firewall

Register FortiGate-VMX Service

Deployment Mechanism

Host based GuestIntrosp...
Host based NSX vSwitch fi...
Management plane only
Host based Guest Introsp...
Host based vNIC

Service Mansger Services
MNSX Manager

Port Profile Manager
Data Security Service ..
InternalServiceManager
InternalSeniceManager
Internal3erniceManager

FGTVMAv2-MAN

o o o o o o o
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NSX host preparation of cluster

If you have not already installed NSX on the hosts of the cluster, please do so now

Log in with the vSphere Web Client
Choose Networking & Security

Select Installation

Click the Host Preparation tab

Under Installation Status, select Install

o Db =

4 Home D X | Installation

Networking & Security
5 NSX Home
3 Installation

Management | Host Preparation | Logical Metwork Preparation  Service Deployments

NSXManager. [ 1723070136 |~
" Logical Switches

: NSX Edges Installation of network virtualization components on vSphere hosts
n FIETEL Clusters & Hosts Installation Status Firewall
S EEE » HDaniel Tests Cluster v 614 Uninstal v Enabled
&% Senvice Definitions
[ Senvice Composer
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Service Deployment

Log in with the vSphere Web client

1

2. Choose Networking & Security
3. Select Installation
4

Click the Service Deployments tab

Deploy Network & Security Services

Service Deployment

2 Select clusters

Select storage and

3 Management Network

4 Ready to complete

|:| Name

[] & VMware Data Security
[] & Guestintrospection
[w] E5 FGTVMX2

1 Select services & schedule Select services & schedule

Select one or more Metwork & Security services to deploy.You can also specify the schedule for deploy

Select services:

Descripticn Category

Discovery of sensitive data at rest

Base service for all solutions based ..

5. Add a new Service Deployment, choose the name of the service you inserted and click Next

6. Designate the cluster upon which you wish to deploy the FortiGate-VMX security service and click Next

Deploy Network & Security Services

w1 Select services & schedule

2 Select clusters

Select storage and

E Management Network

4 Ready to complete

Select clusters

Select one or more clusters on which to deploy the service(s). |
senvice will be upgraded.

Datacenter: | QA TestDC

| ¥ |

@ Mame

(] mfl Daniel Tests Cluster

7. Datastore and Network have already been configured in the VM Agent Settings for each host back in an earlier

step in this document
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Deploy Network & Security Services 'S

+ 1 Select services & schedule Select storage and Management Network

Assign 3 network and IP address range for each service to use.
" 2 Select clusters

Y ement Netv Service Cluster Datastore Metwork IP assignment
4 Ready to complete & FGTVMX}v2 [ Daniel Tests Clus... [Speciﬁed on-host Specified on-h... | - ] DHCP Change
8. Click Finish
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Configuring Security Groups and Re-Direction Policy

Configuring NSX Security Groups

38

Not only does NSX Manager configure re-direction rules based on Security Groups, it also enables FortiGate-
VMX Service Manager to create policy based on Security Group objects.

1. Log in with the vSphere Web Client

2. Choose Networking & Security

3. Select Service Composer

4. Click the Security Groups tab and add or edit an existing Security Group

= Edit Security Group 33
+ 1 Name and description Define dynamic membership
|2 T TR T T D Specify dynamic membership criteria that objects must meet to be part of this security group.
+~ 3 Select objects to include dh
" 4 Select objects to exclude
Membership criteria 1 [x]

+" 5 Ready to complete

Match | Any | ~ | ofthe criteria below

Criteria Details | Add |

| Entity | ~ | |Belongsto |~ |  dvPortGroup-Server [ex
Back Next Finish Cancel

You can set up static or dynamic Security Groups. VMware entities can encompass any of 14 different options:

« Security Groups - Clusters
o Logical Switches

« Legacy Port Groups

o Networks

o VApps

« Datacenters

o IP Sets

o MAC Sets

o Security Tags
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o VNICs

« Virtual Machines

« Resource Pools

« Distributed Port Groups

r

Select entity

Type: | Distributed Port Group | - |

MAC Sets - t_
Security Tag =
MNarmy =
WMIC
( TestDC

Yirtual Machine

i Resource Pool

Distributed Port Group _TestDC

Re-Direction Security Policy

Log in with the vSphere Web Client

Choose Networking & Security

Select Service Composer

Click the Security Policies tab

Add a new security policy; give it a name and description

a0 Dd =
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(2)
1 Name and description
2 GuestIntr ion Services MName: |Security Palicy 002 I
+ 3 Firewall Rules Description:
v oy Nel\!orklntrospecﬁon
Senvices

+~* 5 Ready to complete

[ Inherit security policy

Parent policy

v Advanced options

Back | Next | Fimish | Cancel ]

6. Set the Network Introspection Service; choosing the Service Name, Profile, source and destination (at this
stage you may also choose services as well, but we generally recommend “Any” as the proper setting — hit OK,
Next and Finish
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4 Networking & Sec... » v)

urity Policy 001

Re-Direction Security Policy

2% Edit Network Introspection Service

() Do not redirect

Mame: fg-fmx |
Description:
Action: (=) Redirect to senvice

Senice Name: [ FGTVIMXy2

[ ] Megate destination

Profile: | FGTVMX2_nsx (Firewall) K3
Source: Any Change...

[] Megate source
Destination: Policy's Security Groups Change...

groups where this policy gets applied.

ﬁ Either source or destination selection (or both) must be "Policy's Security Groups”
Current selection will apply to "Incoming "traffic from specified Source to the security

Service: Any Change...
State: (=) Enabled
() Disabled
Log: (O Log F
(=) Do notlog B
4] ]
OK ] [ Cancel ]

Security Policy 001 | Actions =

Summary Monitor | Manage | Related Objects

%] Child Security Policies m

“

Network Introspection Services

Guest Introspection ™

" Name Source: Destination Service
Services

1 fg-fmx = An Policy's 8... = An

Firewall Rules © ¢ Y Eﬁ S v

@ 2 fg-vmx2 5 Policy's 8. * Any * Any

rk Introspection

Services
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4 Networking & Sec... ¥y X | [f Security Policy 001  Actions =

& Security Policy 001 Summary | Monitor Manage Related Objects

= Child Security Policies
F > Security Policy 001
\ Description:

v |\ weight 4300

Inherits from:

* GuestIntrospection Services O
Na. Name Action Enforce
* HNetwork Introspection Services O
Nao. Name Source Destination Service Action
@ 1 fig-frmx * Any Lﬁ Palicys 5. * Any Re. .
& 2 fig-wmax2 Lﬁ Policy's 5. * Any * Any Re. .
\‘ : '¢
9 The Security Policy requires creation of rules for re-direction of both inbound and
outbound traffic for the designated sources and destinations.
-

Associating a Security Group to Re-Direction Security Policy

Click on the Security Policy name
Select the Manage tab
Under Settings, choose Security Groups

o bd =

Click Edit and add all Security Groups you wish to associate with this re-direction Security Policy
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Select security groups that must comply with this security policy
&8 Preview Service Status

| Fter | (1) Selected Objects

Q, Filter -

Mame Desoription
[ & ServerSG
[[] g4 Activity Monitoring Data Collection

1. Click OK
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A Note About VMware Tools and IP Sets

VMware Tools is generally required to be running on all VMs to be protected in this environment. This is the best
and most secure method for enabling future changes to the workloads without any added steps. If it’s not
possible to have VMware Tools running on protected VMs, you may optionally use IP Sets.

The following are directions to be used in such circumstances.

IP Set Creation

Log in with vSphere Web Client

Choose Networking & Security

Under Networking & Security Inventory, select NSX Managers
Click on the NSX Manager under the Objects tab

Select IP Sets

Create a new IP Set; enter the name, description and IP address

IS

-

Add IP Addresses 2 M)

IP addresses grouping must be defined under the global scope or
under the scope of a datacenter or a portgroup. IP address
grouping defined under the global scope is visible at all
datacenters and portgroups.

Scope: Global
Mame: # [testip set
Description: test for re-direction

IP Addresses: =| 10.1.1.36|

ed:192.168.200.1,192.1658.200.1/24,
192.168.200.1-192.168.200.24

[ ] Enable inheritance to allow visibility at underlying scopes
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Associate the IP Set with the Security Group

1. In Service Composer -> Security Groups, edit the Security Group
2. Add the IP Set either through direct inclusion or dynamic membership
3. Click Finish

Type: [IF'Sets | - ]

Q, Filter -

Name Scope
(=) .r|testip set Global
() [F] sys-gen-empty-ipset-edg.. Global

SpoofGuard in NSX

After synchronizing with the vCenter Server, NSX Manager collects the IP addresses of all vCenter guest virtual
machines from VMware Tools on each virtual machine. If a virtual machine has been compromised, the IP
address can be spoofed and malicious transmissions can bypass firewall policies.

You create a SpoofGuard policy for specific networks that allows you to authorize the IP addresses reported by
VMware Tools and alter them if necessary to prevent spoofing. SpoofGuard inherently trusts the MAC addresses
of virtual machines collected from the VMX files and vSphere SDK. Operating separately from Firewall rules, you
can use SpoofGuard to block traffic determined to be spoofed.

SpoofGuard supports both IPv4 and IPv6 addresses. When using IPv4, the SpoofGuard policy supports a single
IP address assigned to a vNIC. IPv6 supports multiple IP addresses assigned to a vNIC. The SpoofGuard policy
monitors and manages the IP addresses reported by your virtual machines in one of the following modes.

Enable SpoofGuard

Login with the vSphere Web Client

Choose Networking & Security

Select SpoofGuard

Create or edit an existing SpoofGuard policy and enable it

PoObd R
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SpoofGuard in NSX A Note About VMware Tools and IP Sets

Add New Policy 4]

2 Select Networks

Policy Mame: Itestspuufguard policyi I
SpoofGuard: =) Enabled
) Disabled

Operation Mode - (=) Automatically trust IP assignments on their first use

Systemn will automatically trust IP assignment to virtual MICs upon
their first use, as recognized by VMware Tools. Subsequent changes |
require manual review and approval. -

\_J Manually inspect and approve all IP assignment before use

Every change in IP assignment to vitual MICs, including their initial

settings, require manual review and approval. Traffic tofrom will be
blocked until changes are approved.

[ Allow local address (169.254.0.0/16 and fe80:/64) as valid address in this namespace.

Hext Cancel

5. Select the proper Network
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View | Distributed Port Group B

| |
Distributed Port Group (3]
] é dvPontGroup-Client
] édvF'onGrnup—MGMT
[ & dvPorGroup-Server

OK H Cancel

6. Click Finish

7. Highlight the SpoofGuard Policy and in the lower section of screen, choose Inactive Virtual NICs in the View
section

8. Edit the Virtual NIC IP address under Approved IP
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Add IP Address

IP Address: (=) IPvd () IPVE

Value: |10.1.1.36

e0:192.168.200.1, 192.168.200.24 OR
2001:db8::2:1, 2001:db8:10

Cancel
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Setting Policies

Setting policies in FortiGate-VMX doesn't look that much different than setting up a policy on any other FortiGate
product except for a few minor differences.

The policies for the FortiGate-VMX Security Node are set up on the FortiGate-VMX Service Manager.
Go to Virtual Domains > nsx > Policy & Objects > IPv4 Virtual Wire Pair Policy.

In this version of FortiGate-VMX, we support a limited number of Virtual Domains (VDOMs). Each VDOM wiill
have a virtual (internal) internal & external port. These interfaces are the two ends of a port pairing. As stated
earlier, traffic is intercepted between the given vNIC of a VM and its port on the dvSwitch. In effect, the 'internal’
port can be considered the VM itself and the 'external’ port as everything else. Policy is based on NSX Security
Groups as source and destination.

The default VDOM is “nsx” and its two virtual interfaces are “internal” and “external”. For all other created
VDOMSs, the port pairs are named as follows:

1. <VDOM name>-int: the VM itself

2. <VDOM name>-ext: everything else

When setting up a new policy, instead of matching up physical or virtual ports, all that really needs to be done is
determine whether the traffic is inbound to the VM or outbound to everything else. All other parameters involved
in a policy such as Service, Action, Schedule, Security profiles etc are just like a regular FortiGate. For
instructions on the detailed operation and administration of a FortiGate Firewall see the FortiOS manuals. You
can either choose the FortiOS Handbook - The Complete Guide to FortiOS or one of the specific topic handbooks
found at The Fortinet Document Library - http://docs.fortinet.com.

An example of synchronized NSX Security Group objects and FortiGate-VMX Security Policy are seen below.

Dynamic Security Groups created in NSX Manager.

1 FGT-VMX-v2 O Canvas | Security Groups | Security Policies

A L NSX Manager: | 192.168.194.89 |~

I NSX Home N

a Ins?"a‘lm. Name Description Security Policies Guest Introspection Ser. Firewall Rules Network Introspection S, Virtual Machines

a SR Activity Monito... 4 0 0 0 0

=2 NSX Edges App-SG 0 0 2 2

¥ Firewall DB-SG 1 0 ) 2 1

¥ SpoofGuard LB-SG 0 0 2 0

& Service Definitions Web-SG 0 0 2 2
E——

The NSX Security Groups are synchronized with the FortiGate-VMX Service Manager creating dynamic objects in
the FortiGate-VMX Service Manager to allow advanced granular security policy. As stated earlier, any change to
the NSX Security Group will also alter the dynamic objects in the FortiGate-VMX Service Manager to reflect that
change immediately.
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Creating and Navigating Virtual Domains (VDOMs) Setting Policies

ortiGate VMX-Service-Manager SVM2 Interim build18786> L\~ (D~ >_ [] adm
& nsx Y| 4 CreateNew~ | ¢ Edit mClone | @ Delete | Search Q
Favorites = i o
Name Type Details Interface Visibility Ref.
@ Dashboard
5 [E] Address
NX Security Fabric
s 2 FIREWALL_AUTH_PORTAL ADDRESS Subnet 0.0.0.0/0 © Hidden 0
18 FortiView
3 Network SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200-10.212.134210 (2 SSL-VPN tunnel interface (ssl.nsx) @ Visible 0
£ System Dol Subnet 0.0.00/0 @ Visible 2
|5 Policy & Objects D auth.gfx.ms FQDN auth.gfx.ms @ Visible 1
IPv4 Policy = autoupdate.opera.com FQDN autoupdate.opera.com @ Visible 2
IPv4 Virtual Wire Pair Policy 3 clusterl Dynamic SDN address (NSX) 20 @ Visible 0
IPv6 Policy & google-play FQDN play.google.com @ Visible 2
oMz IWIE R RPN 3£ ippool Dynamic SDN address (NSX) 3 © Visible 0
[ Bosclicy & softwareupdatevmware.com FQDN softwareupdatevmware.com @ Visible i
1Pv6 DoS Poli
bt & swscan.apple.com FQDN swscan.apple.com @ Visible 2
# ubuntu Dynamic SDN address (NSX) 23 @ Visible 0
Internet Service Database
# ubuntu-internal Dynamic SDN address (NSX) 25 @ Visible 0
Services
& update.microsoft.com FQDN update.microsoft.com @ Visible 2
Schedules
Virtual IPs N 3% xss_check Dynamic SDN address (NSX) 14 @ Visible

This is an example of a FortiGate-VMX Security Policy which utilizes the NSX Security Groups to secure a multi-
tier application while doing Anti-virus scanning on incoming connections to the front-end web servers.

& nsx ¥ | == CreateNew | [# Edit i Delete | Q el nsx | Sect
& FortiView > seq# Name From To Source Destination Schedule Service Action Security Profiles Log
“$ Network > -
& System N 1 Incoming Web Servers @ external & internal Ban I8 web-sG [0 always HTTPS ' Accept O ut™
| » :):\::::izbjem ” 2 OutgoingWebServers @ internal @) external Web-SG g i\BDZZG [© always :Ezs + Accept OutMm
3 Incoming App Servers @ external @ internal \I;\?ei—GSG I App-SG [0 always :EES " Accept Uut™
1Pv4 Do$ Policy 4 Outgoing App Servers @ internal @ external &) App-SG DB-5G [Q always MYSQL + Accept OurtMm
Addresses 5 Incoming DB © external @ internal ) App-SG D@ De-sG [ always MYSQL  Accept Outm
(e aR R P A 6 webtowebout Q internal @ external Web-SG Web-sG [ always ALLICMP  + Accept 0utMm
if:':i 7 web towebin @ external @ internal Web-5G B web-5G [Q always ALLICMP  + Accept UutMm

Creating and Navigating Virtual Domains (VDOMs)

Virtual Domain creation is recommended prior to registering the FortiGate-VMX security service with the NSX
Manager (complementary NSX Service Profiles will also be created during the registration process). This section
isn’t meant to be a detailed study of VDOMs, the FortiOS Handbook does that. This is just to show the basic
steps of creating a Virtual Domain (VDOM) in the FortiGate-VMX Service Manager and their navigation.

1. Login to FortiGate-VMX Service Manager
2. Navigate to Global > System -> VDOM
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SVM2

FortiGate VMX-Service-Manager

Creating and Navigating Virtual Domains (VDOMs)

@ Global v +Create New L’; Edit [ﬁ] Delete & Switch Management 1 Q
@ Dashboard Name Operation Mode Inspection Mode Security Preset Enable
'-I-' Network >
nsx NAT Proxy Custom (]
L0 VMware >
¥ System v
nsx2 NAT Flow-based Custom (]
Global Resources
nsx3 NAT Flow-based Custom (]
Administrators
Admin Profiles
Settings root NAT Flow-based Custom (]
HA
SNMP
test NAT Proxy Custom (]

Replacement Messages

FortiGuard

3. Clickon + Create New

&-= FortiGate VMX-Service-Manager SVM2

@ Global - New Virtual Domain
@ Dashboard . . -
Virtual Domain testing
0{-' Network .
Inspection Mode Proxy (Default) JElla L]
0 VMware > -
Comments Creation of new test VDOM | 250255
£ System v
Global Resources
4. Enter values in the fields for Virtual Domain, Inspection Mode and optionally, Comments.
+CreateNew E’]E::': E]D%%:% & SwitchMa Q
Name Operation Mode Inspection Mode Security Preset Enable CPU Memory Interfaces
external internal
nsx NAT Proxy Custom (] — ) 0% ) 0%
ssl.nsx (SSL VPN interface)
nsx2-ext nsx2-int
nsx2 NAT Flow-based Custom (] — ) 0% ) 0%
ssl.nsx2 (SSL VPN interface)
nsx3-ext nsx3-int
nsx3 NAT Flow-based Custom (] — ) 0% — ) 0%
s5l.nsx3 (SSL VPN interface)
mgmt
root NAT Flow-based Custom o ) 33% ) 35% ssl.root (SSL VPN interface)
sync
sslitest (SSLVPN interface)
test NAT Proxy Custom (/] 0% O 0% test
test-ext test-int
ssl.testing (SSL VPN interface)
testing NAT Flow-based Custom (/] 0% O 0% Creati
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Setting Policies

To navigate between Global and various VDOMs, use the pull down arrow in the upper left to show all currently

available VDOMs.

="= FortiGate VMX-Service-Manager

@ Global v | A
@ Global

& nsx
& nsx2
& nsx3
& root
& test
& testing

=5
HAS
Host
Seriz
Syste

Firm
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